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DEPARTMENT OF DEFENSE

CONTRACT SECURITY CLASSIFICATION SPECIFICATION

1. CLEARANCE AND SAFEGUARDING

a. FACILITY CLEARANCE REQUIRED

8 ACTUAL PERFORMANCE

SECRET
(The requirements of the DoD National Industrial Security Program b LEVEL OF SAFEGUARDING REGUIRED
Operating Manual apply to all security aspects of this effort)
_ SECRET

2. THIS SPECIFICATION IS FOR: (X and complate as applicable) > 3_THIS SPECIFICATION IS: (X and complete as applicable) _

a. PRINE CONTRACT NUMBER a ORIGINAL (Complate Oate in 8ij cases) DATE (YYYYMMDD)

b. SUBCONTRACT NUMBER b. HEVISED (Supersedes Fenision Rumber DATE (YYYYMMDD)

2 previous spics)
¢. SOLICITATION OR QTHER NUMBER DUE DATE (YYYYMMDD) ¢. FINAL (Complete fem 5 in nll cases) DATE (YYYYMUDD)
X N00421-03-R-0058
4. IS THIS A FOLLOW-ON CONTRACT? ] YES l X | NC. [ VE_S, complete the following:
Classifisd material received or generaledunder _ {preceding contract number) is transfarvad o this follow-on contract.
5. IS THIS A FINAL DD FORM 254? l ' YES | X J NO. i YES, compiate lhe following:
In response to the contractor's request dated retertion of the identitied classiiied malerial is authorized for the period of .

6. CONTRACTOR (Include Commercisl and Governmerst Entity (CAGE) Code) (
a, NAME, ADDRESS, AND ZIP CODE b. CAGECODE ¢. COGNIZANT SECURITY OFRCE {Name, Address, and Zip Cods)
FOR BIDDING PURPOSES ONLY
NOT VALID FOR ACTUAL CONTRACT
7. SUBCONTRACTOR —
a NAME, ADDRESS, AND 2P CODE b. CAGE CODE ¢. COGNIZANT SECURITY OFFICE (Name, Address, and Zip Code)

a. LOCATION

b. CAGE CODE ¢ COGMIZANT SECURITY OFFICE (Name, Address, and Zip Codg)

9. GENERAL IDENTIFICATION OF THIS PROCUREMENT
Sensor, Communication, information and Integration Technologies.

TPOC: L. Mora 301-995-4829

10. THIS CONTRACT WILL REQUIRE ACCESS TO: YES NO | 1. i PERFORMING THIS CONTRACT, THE CONTRACTOR WILL: YES NO
2. COMMUNICATIONS SECURITY (COMSEC) INFCRMATION X a. HAVE ACCESS TO CLASSIFIED INFORMATION ONLY AT ANOTHER X
CONTRACTOR'S FACILITY OR A GOVERNMENT ACTIVITY
b. RESTRICTED DATA X | b. RECEIVE CLASSIFIED DOCUMENTS ONLY X
¢ CRITICAL NUCLEAR WEAPON DESIGN INFORMATION X | ¢ RECEIVE AND GENERATE CLASSIFIED MATERIAL X
d. FORMERLY RESTRICTED DATA X | 2 FABRICATE, MODIFY, OR STORE CLASSIFIED HARDWARE b'e
o INTELLIGENCE INFORMATION: ¢. PERFORM SERVICES ONLY X
(1) SENSITIVE COMPARTMENT INFORMATION (SC1) X | 1. HAVE ACCESS TO U.S. CLASSIFIED INFORMATION OUTSIDE THE U.S, PUERTO 4
) RICO, U.S. POSSESSIONS AND TRUST TERRITORIES
{2) NON-SC) X | 9 BEAUTHORIZED 7O USE THE SERVICES OF DEFENSE TECHNICAL X
INFORMATION CENTER (DTIC) OR OTHER SECONDARY DISTRIBUTION CENTER
1. SPECIAL ACCESS INFORMATION X | h. REQUIRE A COMSEC ACCOUNT X
g NATO INFORMATION X i. HAVE TEMPEST REQUIREMENTS X
h. FOREIGN GOVERNMENT NFORMATION X ]j HAVE OPERATIONS SECURITY (OPSEC) REQUIREMENTS X
i LIMITED DISSENINATION INFORMATION X | & BEAUTHORIZED TO USE THE OCEFENSE COURIER SERVICE X
|_FOR OFFICIAL USE ONLY NFORMATION X . OTHER (Specity).
k. OTHER (Specify)
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12 PUBLIC RELEASE. Any Information (classiied or unclassified) partaining to this contract shall not be reisased for public dissemination except a provided by the Industrial Security
Manual or unless it has been approved for publkc release by appropriate U.S. govemnment authorlty. Proposed public reloasss shall be submitted for approval prior to release
| X I

Direct Through (Spacify)
Office of Naval Research, MIDPAC Branch, Code 35, BCT3 Room 1206
800 N. Quincy Street, Arlington VA 22217-5660
Phone (703) 696-7235

1o the Dirsctorate for Freedom of information and Security Feview, Otfice of the Assistant Security of Defense {Public Aftairs)" for review.
*In the case of non-DoD User Agencles, requests for disclesure shall be submitted to that »

oy

13, SECURITY GUIDANCE. Tho security ciaasification guidance neaded for this classitied otiori is ldontliied below. I any difiicuity is encountored in applying this guidance or If any other
contributing factor indicales 2 need for changes in this guidence, the contractor I authorized and encouraged to provids recommended changes; o challenge the guidance of the
classification assigned loany information or materisl fumished or generated under this contract; and to submit any questians for Interpretation of this guidance to the official identified
below. Pending final decision, the Information involved shail be handied and protecied al the highest level of classification assigned or recommended. (FI/in as sppropriate for the
classified effort, Attach, or forward under separate corragpondence, sny documents/guides/extiacts refarenced herein. Add sdditional pages as neaded 1o provide compists guldance.)
Contractor shall place the following Distribution Statement on all classified and unclassified technical documents at the bottom of
the page, on the front cover or first page If no cover page is used, centered, in the same size print as the majority of the print of the
rest of the page. DISTRIBUTION STATEMENT B: Distribution authorized to U.S. Government agencies only; Critical
Technology/Proprietary Data, 28 September 2001. Other requests for this document shall be refarred to Office of Naval Research,
Code 35, BCT3 Room 1206, 80O N. Quincy Street, Arlington, VA 22217-5660.

The contractor shall comply with the requirements ot the information Systems Security Programs as described in
NAVAIRWARCENACDIVINST 5239.1. All systems, regardiess of the level ot data processed, will be accredited In accordance with the
above instructions. ‘

10a/11h: Secure Telephone Equipment only COMSEC account required, A final U.S. Government clearance, at the appropriate level,
is required prior to COMSEC access. Written approvai of the Contracting Officer is required prior to subcontracting.

10j: For Officlal Use Only information generated and/or provided under this contract shali be safeguarded as specified in DoD 5400.7-
R, Chapters 3 & 4 attached.

10g: There is no valid requirement for access to NATO for performance on this contract, however In order 1o facllitate future potential
access to NATO classified Information, all DoD milltary, civilian and contractor personnel who are briefed on their responsibllities for
protecting U.S. classified military information shall be briefed on the requirements for protecting NATO information, per Deputy Under
Secretary of Defense (Policy Security) memo of 5 Dec 01. A final U.S. Government clearance at the appropriate level is required for
access to NATO information. Written approval of the Contracting Officer Is required prior to subcontracting.

11c: Securlty classification guldance: C5513.28 Enclosure 18 (unclasslfied) and Secret annex to same and Security Classification
Guide DODJ $5230.28 dated 1 Oct 2002-Low/Counter Low Observable Programs sent under separate cover.

11): The contractor shall develop, implement and maintaln a facllity level OPSEC program to protect classitied and sensitive
unclassified Information to be used at the contractor facility during the performance of this contract. Contract data requirements list
(CDRL) and data item description (DID) atiached. The OPSEC plan shall be submitted to the NAVAIR within 80 days of contract award
for acceptance and approval. Contractor shall mall draft GPSEC Pian to: Commander, Att: 7.4.3, B463, Unit 10, 22514 McCoy Road,
Patuxent River, MD 20670-1457. While performing aboard NAVAIR sites, the contractor shall comply with the provisions of
NAWCADINST 3432.1A; at ali other sies the contracior shall comply with the local command and/or program OPSEC plan.

18, ADDIIONAL SECURITY REQUIREMENTS. Requiremonts, In addition 10 NISPOM requirements, are oatablished for this contract. (if Ves, identity YES NO
1he pertinent contractual ciauses in the contract document itsch, or provide an sppropriate statement which identifies the additional requirements. X
Provide a copy of 1he requirements 1o the cogaizant security office. Use item 13 if additional space is neaded.)

See item 13 above

15. INSPECTIONS. Elemants of this contract are outside the inspectica mponslhll_ﬁol the cognizant security office. (if Ves, explain and Identify YES NO
spacific sreas or elements carved out and the activity responsibie for inspectors. Use iterm 13 H additional space Is noeded.) X

76. CERTIFICATION AND SIGNATURE. Security requirements stated hersin are complete and adaguate for safeguarding the classified Information 1o be relsased or generaled under this
classified effort, Al questions shall be referied 1o the otficial named below. '

2. TYPED NAWE OF CERTIFYING OFFICIAL | b, TITLE <. TELEPHONE (Include Area Cods)
BARBARA J. FENWICK CONTRACTING OFFICER’S SECURITY 301-342-7003
- | REPRESENTATIVE (COSR)
3. ADDRESS {inciude Zp Code) 17. REGUIRED DISTRIEUTION
COMMANDER X | a. CONTRACTOR
Att; B.J. Fenwick, 7.4.1, B463, R102 b. SUBCONTRACTCR

22514 MC COY ROAD, UNIT 10

NAVAL AIR WARFARE CENTER AIRCRAFT DIVISION X | ¢ COGNIZANTSECURITY OFFICE FOR PRIME AND SUBCONTRACTOR
PATUXENT RIVER, MD 20670-1457 3 US ACHVITY RESPONSIBLE FOR OVERSEAS SECURITY ADMINISTRATON |

"s. SIGNATURE e, ADMINISTRATIVE CONTRACTING OFFICER
{ 2 Q :é 1& : / J{ / 0 3 X | f OTHERS AS NECESSARY
X COR, COSR
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